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VIEWPOINT

Opinion

Health Care Al and Patient Privacy—Dinerstein v Google

A federal appeals court recently rejected a lawsuit
that claimed that a hospital violated patients’ privacy
by sharing electronic health record (EHR) data with
Google for medical artificial intelligence (Al) devel-
opment. This lawsuit provides crucial insight into legal
issues hospitals may face if they share EHR data with
for-profit companies, even if these data do not explic-
itly identify individual patients.

EHR Data for Al Development

Google entered a research partnership with the Univer-
sity of Chicago, including its medical center (UC), to de-
velop an Al model that could predict significant medi-
cal events and reduce hospital readmissions. UC shared
with Google “de-identified” EHR data from adult pa-
tients encountered between January 2010 and June
2016. These data still contained “dates of service” and
"de-identified, free-text medical notes."? The data use
agreement (DUA) prohibited Google from reidentify-
ing patients.! The DUA also granted UC "a nonexclu-
sive, perpetual license to use the (...) Trained Models and
Predictions” developed by Google “for internal non-
commercial research purposes.”

The lead plaintiff in this case ("MD" herein) was
admitted to UC twice during the relevant period; thus,
MD's “de-identified” EHR data were shared with Google
for the research.! On admission, MD received a Notice
of Privacy Practices and signed an agreement stating
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that (1) MD's medical information might be used for
research, (2) MD would “not be entitled to any com-
pensation” from such research, (3) UC would make all
efforts to preserve MD's privacy, and (4) that UC would
comply "with federal and state laws."">

Patient Initiates Lawsuit in Federal District Court
In 2019, MD filed a class action lawsuit against UC and
Google in lllinois federal court.* Two of MD's claims are
especially notable for hospitals that share EHR data for
research purposes.

First, MD claimed that UC breached its contract,
wherein it promised to preserve MD's privacy and com-
ply with federal law (“breach of contract claim”). MD as-
serted that the data UC shared with Google were not
properly “de-identified” under the Health Insurance

Portability and Accountability Act (HIPAA) since it still
contained dates of service and free-text notes.*

Second, MD claimed that UC violated patients’ pri-
vacy because the data could easily be reidentified and
UC did not obtain patients’ express consent to share
these data with Google (“privacy claim").* MD argued
that Google could combine its geolocation information
from Google Maps and Waze with the data received from
UC to potentially reidentify MD.*

Federal District Court Dismisses the Lawsuit
The district court dismissed MD's lawsuit. It dismissed
the breach of contract claim for failure to state a legally
cognizable claim—MD could not demonstrate all the ele-
ments of a claim recognized by the applicable law. The
court first considered that UC's sharing might fall under
2HIPAAsafeharborprovisions, which MD did not ad-
dress in his lawsuit.> Thefirst safe harbor permits the
use or disclosure of a so-called limited dataset stripped
of specific direct identifiers to be shared for research
purposes if a DUA with certain conditions is in place
(CFR 8§164.514[e]). A limited dataset can contain ele-
ments of dates like the dates of service included in the
EHR data shared with Google. Notably, a limited data-
setis still considered protected health information (PHI)
under HIPAA—ie, generally “individually identifiable
health information” (45 CFR §160.103). The second
safe harbor allows the use and disclosure of PHI for re-
search with approval from an institu-
tional review board (45 CFR §164.512[i]).

hibition of selling PHI without written au-
thorization (45 CFR §164.502[al[5][ii]
and §164.508[al[4]).3 The court deter-
mined that granting UC a nonexclusive,
perpetual license to use Google's Trained Models and

3

While patients do not have a legal right to sue for
HIPAA violations under HIPAA itself, in this case, the court
found that UC's promises in its agreement with MD
went beyond its preexisting duties under HIPAA.3 How-
ever, it still dismissed the breach of contract claim be-
cause MD did not sustain economic damages as re-
quired by state law.3

The district court dismissed the privacy claim for
lack of standing—MD did not have a legal right to bring
aclaim before the court—concluding that a claim for breach
of medical confidentiality is unlikely to be recognized
in lllinois.>
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The Federal Appeals Court Reviews and Dismisses

the Lawsuit

OnJuly 11,2023, the Seventh Circuit Court of Appeals confirmed the
dismissal'of MD'scasebutforreasons different than those given by
the district court.! The court of appeals dismissed both the breach
of contract claim and the privacy claim for lack of standing because
MD's alleged harm was neither concrete (not abstract) nor immi-
nent (not speculative).’

Regarding the breach of contract claim, the court of appeals
found that evenif UC breached its contract with MD, MD did not sus-
tain a concrete and imminent harm because MD does not have a
monetary property interest in his medical information, and be-
cause even if UC benefited from disclosing EHR data, MD did not suf-
fer any loss.!

Regarding the privacy claim, while the district court had been
more or less silent on the issue of reidentification, the court of ap-
peals noted that Google agreed in the DUA that it would not, and in
fact did not, reidentify patients.' It also noted that the risk of reiden-
tification in the future (using the dates of service and Google's geo-
location information) was too speculative to give MD standing.'

Discussion and Key Takeaways for Hospitals and Patients
The court of appeals resolved the case on the procedural issue of
standing and did not review the district court's findings regarding
whether the EHR data constituted PHI under HIPAA, whether UC's
sharing of such data with Google violated HIPAA, or whether a HIPAA
violation could support a breach of contract claim under state law.
Thedistrict court’s findings on these issues may nevertheless serve
as judicial dicta—an indication of how the court might apply rel-
evant substantive law in future cases similar to MD's case. Addition-
ally, because there is not much precedent addressing issues sur-
rounding patient privacy and EHR data sharing for Al development,
other courts may also look to the district court’s interpretation of
both HIPAA and patient-hospital contract language for guidance in
similar cases.

There remains no question that hospitals and physicians par-
ticipating in medical Al research and development are still respon-

because it is "internal" and not business contract

sible for complying with biomedical, ethical, and legal rules, includ-
ing HIPAA. There is also no doubt that courts will continue to
encounter cases involving sharing health data with technology com-
panies like Google. Many will likely face a fate similar to MD's case
because patients may not have a property interest in personal in-
formation in most states,® and because it will be difficult or impos-
sible for them to show “harm” sufficient to take legal action. Others
may find some support in state law that recognizes claims specifi-
cally related to medical confidentiality.

Hospitals that plan to share EHR data with private parties for
Al development can take away the following lessons from the fed-
eral courts' decisionsin MD's case. First, disclosure and privacy prac-
tices should accurately reflect any data-sharing activities that in-
volve patients’ EHR data. Second, EHR data should be sufficiently
deidentified according to HIPAA before sharing them with third par-
ties for research purposes—ie, either through an expert determina-
tion that the reidentification risk is “very small” or by removing 18
specificidentifiers (45 CFR §164.514[b]). They should consider using
an independent committee that includes experts in ethics, statis-
tics, computer science, and patients to assess certain uses and dis-
closures of deidentified datasets, including reidentification risks.®

dataandprohibitsreidentificationaihey should also carefully verify

whether they really share—vs actually sell—the PHI under HIPAA.
Last, hospitals and physicians should be aware that the legal
landscape surrounding privacy, particularly regarding sensitive per-
sonal information like health data, is in flux as concerns about the
rapid growth of new technologies and big data mount. Google's in-
creasingly dominant control and influence over information on the

internet only adds to these concerns.” dditionallyibecatseiGoosIe

tions for patient privacy.”
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